Evolving Business Climate

The overall business climate worldwide continues
to be increasingly complex. Since the Covid-19
pandemic, we experienced an economic
downturn, disruption in supply chains (raw
material shortages, increased costs of production,
transportation challenges) and volatility in capital
markets. Not to mention ongoing regional
conflicts, rising geopolitical tensions and

trade wars.

As all of this happens, there are evolving risks
faced across the board by organizations beyond
the traditional or “known” ones (financial,
compliance, operational, reputational). Companies
are being reactive to ESG and cyber risks and
compliance managers are constantly scratching
their heads on how to manage the ongoing
burden of regulation, while increasing stakeholder
and shareholder value.
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You Gannot Outsource The Risk

Businesses across every industry are increasingly
dependent on a robust network of third parties in
order to execute their core activities. Such third
parties include vendors, suppliers, distributors,
agents, joint ventures, alliances, subcontractors,
and service providers. This network is critical

to maintain a global footprint and effectively
compete in the marketplace.

The increased shift toward third-party driven
business models, exposes organizations to a host
of new and serious risk and compliance issues.

Ethical/sustainable Sourcing
Data privacy and data security

Additionally, as guided by various regulators
and as many companies have experienced first
hand, while you may trust the third parties you
work with, the risks associated with third party
interactions cannot be outsourced.

There are numerous cases where lack of proper
oversight of third parties has resulted in serious
consequences. Companies in the US and globally
have been exposed to significant risk, adversely
affecting their performance and reputation, and
have faced heavy enforcement actions resulting in
heavy fines, penalties and remediation costs.
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Common Third Party Risks

Some third party risks faced by organizations are outlined below:

Subcontractor risk Operational/

e Applicable across all supply chain risk
risk areas e Business continuity

Potential areas
of third-party
rsks

e Disaster recovery

® Physical security

Strategic risk  Operational resilience

* Service delivery risk e Performance management
¢ Expansion/roll-out risk (incl. SLAs)

. . e Mergers and acquisitions * Human resources risks
Reputational risk g q

e Negative news e Alignment to outsourcing
. strategy
® Lawsuits

¢ Intellectual property risk

Brand of the third party

Key principals/owners of

the third party Concentration risk

e Supplier concentration across critical services
Workplace safety

e ¢ |Industry concentration (incl. subcontractor)

e Concentration of critical skills (i.e., tech support)
e Geographic concentration

e Reverse concentration

Regulatory/compliance risk Information Security &
* Regulatory requirements Technology Risk

e Theft/Crime/Dispute risk * Technology

e Fraud, anti-bribery and corruption/sanctions - iy

e Compliance with internal procedures and standards © Py

e Artificial Intelligence Oversight

Country risk Financial viability Legal risk

e Geopolitical risk ¢ Financial risk from lending e Jurisdiction of law
to a third party

e Terms and conditions of
e Liquidity risk the contract

¢ Climate sustainability

A fundamental question to ask considering all of the above is “Is your business protected when you bring
in third parties to your network?” For many organizations, allocating the resources, time, and effort for
this critical task can be daunting.
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Common challenges inmanaging third-party risk

Cross-organization
complex processes

® Poor end user and
supplier experience
* Risk assessments taking
— Poor risk
e Existing processes not unified
Gomplex e No continuous monitoring

onerating mouel e Limited resource availability management

¢ Risk of fines and

e Decentralized model

_ : sanctions
e Unclear risk ownership e Decisions not
e Evolving range of risk risk-based
domal_ns _ ¢ No single view
e One-size-fits-all * Monitoring not
approach ffecti
: ct t formed
¢ Volumes too high to effectiveiot performe
manage

Increased
regulatory
expectations

e More onerous

¢ Coordination challenge

e Senior manager
accountabilities

Technology and data

e | ack of automation

® Limited by tooling
functionality

¢ Lack of data driven insight

¢ Lack of alignment

Effective third party risk management programs result in

Engagement Traceability

While there are no immediate signs of any of these challenges letting up soon, it is still imperative for
organizations to continue being resilient and proactive on theirTPRM programs.

Our recent publication onTen Key Regulatory Challenges of 2024'
highlights how there is likely to be increased overall regulatory
oversight which would result in ‘expectations for robust (and
demonstrable) risk accountability’ and also proving sustainable

risk processes including in areas such as risk quantification and
integration. An interesting point arose around “threat actors” where
there is likely to be expanding regulatory expectations around the
detection, mitigation, tracking and remediation of perpetrators of

financial crime, fraud, and misconduct.
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Insight

KPMG’s 2022 TPRM
Survey? called out how
77 percent of businesses
struggle to maintain a
fit-for-purpose TPRM
operating model.

'ten-key-regulatory-challenges-of-2024.pdf (kpmg.com)
2Third-Party Risk Management Outlook 2022
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https://kpmg.com/kpmg-us/content/dam/kpmg/pdf/2023/ten-key-regulatory-challenges-of-2024.pdf
https://kpmg.com/xx/en/home/insights/2022/01/third-party-risk-management-outlook-2022.html

No Time To Be Complacent—

Evolving Your TPRM Program

Good practice TPRM should be holistic and
consider the following:

e Managing program requirements throughout
the lifecycle of the relationship, from initiation to
termination, including reporting to management.

¢ Risk-based program requirements, focusing time
and effort on managing third parties that pose
the greatest risks to their organization.

e Clear roles and responsibilities across three lines
of defense to promote agility, point to emerging
risks, and help clarify an organization’s strengths
and weaknesses

Fit for purpose technology and automation—
the thinking beyond simply GRC platforms in
order to use smarter technology for automating
workflows, risk assessments and use of Al (such
as agents/prompts) to streamline the process
and shorten cycle times, enabling companies
to concentrate on their core activities.

The KPMG view of the elements that constitute an effective TPRM program is set out in the graphic below.
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How Gan KPMG Assist You

We bring to the table a network of TPRM professionals with deep subject-matter experience to
help deliver TPRM program designs for clients’ global operations and regulatory requirements.
Our professionals possess cross-industry experience across all industry sectors and leverage
Leading technology solutions and delivery experience through established TPRM methods and
technology accelerators.

How we help clients

ECrm @ O

Maturity assessment
Rapid current state review
of TPRM capabilities;
provide observations and
recommendations

Regulatory review

Gap analysis against relevant
regulatory requirements;
provide observations and
recommendations

Business case and roadmap
Prioritize enhancements and
size the level of effort required
to roll out the program

Internal Audit
3LoD co-source

Outcomes

e Strong, compliant and consistent framework across the enterprise

e Automation of inherent risk assessment and due diligence activities

Intelligent risk scoring model

¢ Framework design
Establish or enhance TPRM
program and process
components; develop
program documentation,
lifecycle templates and
technology business
requirements

¢ Technology enablement
Configure and implement
workflow technology, risk
intelligence software and
third-party utilities

¢ Tuning
Enhance elements of the
TPRM program and process;
e.g. metrics and reporting,
data analytics orTPRM
risk appetite

Risk-based and robust screening, due diligence and monitoring

Insights and analysis to track, report and predict

¢ Scenario testing
Third party business
continuity and exit plans

¢ Managed services
Operate broad processes
for pre-and post-contract
screening and monitoring
of third parties. Incorporate
leading technologies and
data sources with best
practice processes delivered
by risk domain specialists

¢ Third Party Assessments
Execute portfolio of risk
and controls assessments
pre- and post-contract

Reduced onboarding cycle times and program costs with optimized and streamlined processes

Real-time monitoring and alerting to anticipate service disruptions before they occur

e [ntegration with complementary processes and tools (procurement and contract

lifecycle management)
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Our TPRM service catalogue

Vision and program design

¢ Assess TPRM activities against
applicable global regulatory
requirements and industry
leading practices

¢ Define the vision and strategy
of the TPRM program
by designing a target
operating model

TPRM program

~ Program Design: target
operating model and service
delivery model development

® gap assessments against
global TPRM requirements

e development of these models

at the 2nd LOD, 1st LOD and
regional operating levels

= Program documentation:
policy, procedures and
standards development

¥ Global TPRM services: Assist
with compliance with local
regulations

TPRM services

Integrity due diligence:

reputational assessments through

research of adverse news/
litigation/ownership

= Cyber TPRM reviews:
conducting cyber risk

assessments and due diligence
reviews on an ongoing basis as

a managed service
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Solutions and services

Service category and objectives

Implementation and
enhancement

e Design, build, implement,
and assess TPRM specific
requirements for risk areas as
well as functional technology
requirements

e Streamline and/or remediate
pain points in the program to
help enhance efficiency and
effectiveness

Key services

TPRM risk programs

= Compliance TPRM: program
design, compliance TPRM risk
assessments and due diligence
questionnaires, regulatory
consumer compliance mapping
to contracts for risk assessment
and testing

= Cyber TPRM: program risk
assessment, CISO cyber
TPRM program design,
risk segmentation

= Fourth Party/Subcontractor
Risk Management: program
design, inventory development

= Operational Resiliency:
integrating TPRM program in
operational resiliency planning

 Convergence experience:
aligning risk assessments to
reduce duplication and drive
cost savings

Operational execution

e Solve challenges related to lack
of skilled staff to execute the
day to day TPRM activities.

¢ Drive the value of TPRM
program by providing
transparency to third party risk
and performance

Contract management

= Cognitive Contract
Management: using AI/NLP to
collect and analyze contracts

= Contract Performance
Management: managing critical
contracts SLAs to avoid value
leakage

 Contract Compliance:
avoidance of fines and
penalties or assessing
compliance with you contract
terms at your customers

 Exit Strategies: development
of and assessment of
exit strategies

Technology enablement

& GRC/other TPRM technology
implementation: Assist
with scoping of right-sized
technology requirements

[ Strategic partnerships with
GRC platforms/utilities
as desired (example:
ServiceNow, etc.)
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Contactus

Daniel Click
Partner, TPRM
KPMG LLP

T +1 312 420 0873
E: dclick@kpmg.com

Jilane Khakhar

Director, TPRM

KPMG LLP

T +1 212 954 1181

E: jilanekhakhar@kpmg.com

Learn about us: m kpmg.com

Some or all of the services described herein may not be permissible for KPMG audit clients and their
affiliates or related entities.

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we
endeavor to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is received or that it will

continue to be accurate in the future. No one should act upon such information without appropriate professional advice after a thorough examination of the
particular situation.
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