Onthe CAEAgenda Q3

The role and focus of internal audit (IA) in financial services are ever-evolving
insights into what IA leaders within the financial services industry may be hearin
their business agendas during the second half of 2025.

Hot topics in IA and key focus areas for financial services Top matters requiring IA “validation” type activities
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> Auditable entity composition: Focus on depth of auditable entities and avoiding coverage
being too high level. IA functions are doing deeper-dive coverage reviews in areas like financial
Auditor crimes, compliance, credit, fraud, and ERM/operational risk management (ORM) @ =

judgment @ Audit report rating and tone: Focus on the tone of reporting appropriate accountability with
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> Auditor judgment: Include more quantitative measures with qualitative guidelines f

Trusted @ Trusted artificial intelligence (Al) and systems: Focus on the interplay between trusted
artificial systems and potential cybersecurity, privacy, and national security risks

(CAE) agenda @i@} intelligence @ Asset management: The rise of alternative investment products targeting retail investors is a ERM and Legal entity
and systems | key current development and one on which the regulators are focused ORM coverage

” Private markets: The democratization of the private markets is emerging as a game changer

for both retail investors and asset managers and ensuring that IA is involved in assessing the

governance, operational, and compliance frameworks implemented is key.
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Spotlight on:

Financial crimes: Insights and IA considerations

Compliance and risk 1A should continuously monitor and track changes in financial crime regulations and financial crime risks in new products and services (risk assessments for new product launches). Results of monitoring should
be defined within auditable entities and aligned with organizational priorities.

Compliance progr: IA should evaluate actual financial crimes outcomes in addition to testing controls (analyze past incidents, measure the efficacy of existing prevention measures) as well as focus on high-risk products and
assessment services and the growth rate of financial crimes functions (international wire transfers, cryptocurrency, offshore banking, prepaid cards).

Analytics and Al IA should modernize outdated monitoring and testing approaches and integrate data sources to leverage machine learning (cloud-based solutions, machine learning algorithms to detect fraudulent patterns).
Leading practices include monitoring for immediate detection and response to financial crime indicators (insider threat detection, profiling, transaction monitoring, network mapping, behavioral analysis).

Read our latest insights in risk:
*  KPMG Future of Internal Audit
* On the CAE Agenda library

« Ten Key Regulatory
Challenges of 2025

Contact us Some or all of the services described herein may not be permissible for KPMG audit clients and their affiliates or related entities.

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we endeavor to

Brian Higgins Ursula Nigrelli Eric Carlsson Jason Freund Learn about us: provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the
Principal, FS Internal Audit Partner, and FS Internal  Partner, and FS Internal Partner, FS Insurance future. No one should act upon such information without appropriate professional advice after a thorough examination of the particular situation.
& Controls, KPMG US Audit & Controls Lead, Audit & Controls Asset Lead, Internal Audit &
E: brianphiggins@kpmg.com KPMG US Management Lead, Controls © 2025 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International
E: unigrelli@kpmg.com KPMG US KPMG US kpmg'com Limited, a private English company limited by guarantee. All rights reserved. The KPMG name and logo are trademarks used under license by the independent member firms of
E: ecarlsson@kpmg.com E: jfreund@kpmg.com the KPMG global organization. USCS033959-1A


https://advisory.kpmg.us/articles/2022/future-internal-audit.html
https://advisory.kpmg.us/articles/2022/future-internal-audit.html
https://advisory.kpmg.us/articles/2022/future-internal-audit.html
https://kpmg.com/us/en/insights-by-topic/on-the-cae-agenda.html
https://kpmg.com/us/en/insights-by-topic/on-the-cae-agenda.html
https://kpmg.com/us/en/insights-by-topic/on-the-cae-agenda.html
https://kpmg.com/us/en/articles/2024/ten-key-regulatory-challenges-of-2025.html
https://kpmg.com/us/en/articles/2024/ten-key-regulatory-challenges-of-2025.html
https://kpmg.com/us/en/articles/2024/ten-key-regulatory-challenges-of-2025.html
https://kpmg.com/us/en/articles/2024/ten-key-regulatory-challenges-of-2025.html

	On the CAE Agenda Q3/Q4, 2025 – Financial Services

