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L
ast year marked the 40th anniversary of 
the Government Accountability Office 
(GAO) Standards for Internal Control 
in the Federal Government (the Green 
Book)1 and the 42nd anniversary of 

Office of Management and Budget (OMB) 
Circular A-123, Management’s Responsibility 
for Enterprise Risk Management [ERM] and 
Internal Control.2 Issued in response to the 
Federal Managers’ Financial Integrity Act 
(FMFIA),3 they apply to all aspects of program 
management and have helped practitioners 
better manage programs, identify and 
mitigate risks, safeguard assets, reduce costs, 
and improve the reliability of reporting. 
Some state and local governments, such as  
New York4 and New York City,5 have similar 
laws or directives.

The concepts in the Green Book and Circular 
A-123 are deeply ingrained in the cultures of 

the financial management and audit commu-
nities. Nevertheless, major internal control 
breakdowns continue, and high-risk program 
issues remain unresolved. Internal control 
systems can be outdated, overly cumbersome, 
and vulnerable to fraud, which was perva-
sive during COVID-19 and remains a serious 
problem today.6 The overriding challenge is 
to fully integrate internal controls into the 
program management culture. Doing so 
provides opportunities to reduce fraud, waste 
and abuse and, perhaps more importantly, 
improve program outcomes, boost customer 
service, better manage and reduce costs, 
enhance accountability and transparency, 
and help regain public trust, now hovering 
at all-time lows.7 Reflecting on “Life Begins at 
Forty” by Walter B. Pitkin,8 the best is yet to 
come in unlocking the full potential of internal 
controls.

It’s Time to Fully Integrate the Green Book &  
OMB Circular A-123 Into Program Management Culture

LIFE BEGINS AT40
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Internal Controls Strengthen 
Government Performance

FMFIA was enacted to address 
growing reports of fraud, waste, abuse, 
and program failures resulting from 
internal control breakdowns. Having 
the force of law through FMFIA, GAO’s 
standards and OMB’s implementa-
tion requirements guide an essential 
management responsibility to foster
effective and efficient management
systems and processes for all govern-
ment programs.

The Green Book, containing 
extensive guidance, is organized
around five components and includes
17 principles, listed in Figure 1. It
defines internal control as “a process 
effected by an entity’s oversight body, 
management, and other personnel 
that provides reasonable assurance
that the objectives of an entity will be
achieved.” It further states, “Internal 
control comprises the plans, methods, 
policies, and procedures used to fulfill 

While FMFIA and the framework of 
Circular A-123 strengthened internal 
control systems, control breakdowns 
continue to adversely affect program
performance and result in fraud, waste
and abuse, which further diminish
public trust. Program fraud is substan-
tial. In April 2024, GAO estimated
fraud loss for the first time, saying total
direct annual financial losses to the
government from fraud are between
$233 billion and $521 billion, based
on data from fiscal years 2018 through 
2022.12 The estimate represents 
“about 3% to 7% of average federal 
obligations.”13 Likewise, shortfalls
in program performance are preva-
lent, as demonstrated in the federal 
government’s industry ranking of last 
in customer service.14 Highly visible
performance shortfalls linger on 
GAO’s High Risk List as well, where 
the average age of the 37 items on the 
list is 17 years. Six areas have been 
listed as high risk for over 30 years, 

the mission, strategic plan, goals, 
and objectives of the entity. Internal 
control serves as the first line of 
defense in safeguarding assets. In 
short, internal control helps managers
achieve desired results through effec-
tive stewardship of public resources.”
The standards recognize: “In a mature
and highly effective internal control
system, internal control may be indis-
tinguishable from day-to-day activities
personnel perform.” 

Circular A-123 emphasizes “the
need to integrate and coordinate risk 
management and internal control
into existing business activities and 
as an integral part of managing an
agency.” It prioritizes ERM,9 which is
intertwined with the Green Book’s
focus on risk assessment, risk manage-
ment, and cost/benefit considerations
through risk appetites. It also incorpo-
rates GAO’s “Fraud Risk Management
(FRM) Framework,”10 which must be
implemented according to law.11

Control Environment 

1. The oversight body and management should demonstrate 
a commitment to integrity and ethical values. 

2. The oversight body should oversee the entity’s internal 
control system. 

3. Management should establish an organizational structure, 
assign responsibility, and delegate authority to achieve 
the entity’s objectives. 

4. Management should demonstrate a commitment to 
recruit, develop and retain competent individuals. 

5. Management should evaluate performance and hold 
individuals accountable for their internal control 
responsibilities.

Risk Assessment 

6. Management should define objectives clearly to enable 
the identification of risks and define risk tolerances. 

7. Management should identify, analyze and respond to 
risks related to achieving the defined objectives. 

8. Management should consider the potential for fraud 
when identifying, analyzing and responding to risks. 

9. Management should identify, analyze and respond to 
significant changes that could impact the internal 
control system.

Control Activities 

10. Management should design 
control activities to achieve 
objectives and respond to risks. 

11. Management should design 
the entity’s information system 
and related control activities to 
achieve objectives and respond 
to risks. 

12. Management should implement 
control activities through policies.

Information and Communication 

13. Management should use quality information to achieve 
the entity’s objectives. 

14. Management should internally communicate the necessary 
quality information to achieve the entity’s objectives. 

15. Management should externally communicate the necessary 
quality information to achieve the entity’s objectives.

Monitoring 

16. Management should establish and operate monitoring 
activities to monitor the internal control system and 
evaluate the results. 

17.  Management should remediate identified internal 
control deficiencies on a timely basis.

Figure 1. The 17 Principles of Internal Control in the Green Book

Standards for 
Internal Control 
in the Federal 
Government

By the Comptroller General of the 
United States

September 2014
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for Medicare & Medicaid Services 
led the charge to establish robust 
program integrity for a highly 
complex statute with many moving 
parts and stakeholders. They knew 
any internal control shortfalls that 
resulted in improper payments to 
providers would be detrimental 
to the program’s future. Program 

integrity revolved around gover-
nance, eligibility and enrollment, 
operations, oversight and moni-
toring, continuous improvement, 
and data quality.27

6. Make timely corrective actions. The
Green Book states, “Management
should remediate identified internal 

control deficiencies on a timely 
basis.” When correction of known 
weaknesses identified by manage-
ment or auditors languishes, bad 
things can happen. For example, 
antiquated state unemployment 
insurance (UI) systems (some 
dating to the 1970s and long known 
to be problematic) imploded under 
the strain of COVID-19-related 
claims. GAO estimated 11–15% 
of UI benefits paid during the 
pandemic, between $100 billion 
and $135 billion, were fraudulent,28 
while some eligible recipients 
waited months for their first UI 
payment.29 Corrective actions can 
be delayed for years as causes and 
internal control weaknesses are 
identified, breakdowns occur, and 
recommendations are made. For 
example, as depicted in Figures 3 
and 4, at any time, thousands of 
open GAO30 and Inspector General31 
recommendations are unresolved. 
As of March 1, 2024, over 19,000 
remained open; 3,000 of them were 
more than five years old.

Figure 3. Open GAO Recommendations  

by Age (as of March 1, 2024) (Rounded)
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Figure 4. Open OIG Recommendations 

by Age (as of March 1, 2024) (Rounded)
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7. Establish clear accountability forEEEEEEEEEEEEEEEEEEEEEEEEE
internal controls.iii  According to Green
Book Principle 5, “Management
should evaluate performance and
hold individuals accountable for
their internal control responsi-
bilities.” Accountability becomes
difficult when responsibility and
authority are not clearly defined
or are shared by several indi-
viduals or organizations; when
accountable individuals are not
empowered to make decisions
affecting their internal control
responsibilities; or when resources
are not available to adequately
staff internal control operations
or make needed changes, such as
replacing antiquated systems or
procuring enabling technology.
Most government organizations
have these problems, so it is
understandable that few, if any,
individuals are held accountable
for major internal control failures.
Agencies must clearly define the
parameters of accountability to
align internal control responsibili-
ties with Principle 5.

Final Thoughts

As we mark over 40 years of the
Green Book and Circular A-123, let’s
applaud their impact and recommit to
their principles. It is crucial to recog-
nize these legislatively mandated 
frameworks as catalysts for positive
change and integrate them into 
program management culture. With 
the planned release of a revised 
Green Book this year,32 unleash the
full potential of the Green Book and 
Circular A-123 to drive improved
mission outcomes to benefit all 
Americans and restore their trust.
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