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All-Time High Risks: Reported fraud at an all-time high and continued evolving risks (with use of Al, linkages to
cyber risk, etc.) by potential threat actors ‘at scale’

Shifting Investigations/Enforcement: Administration directives change enforcement focus (e.g., Foreign
Corrupt Practices Act focus on cartels and transnational criminal organizations) but do not change underlying
requlations/laws

Regulatory Tailoring: Anticipate agencies to continue amending/tailoring regulations (e.g., narrowing Beneficial
Ownership Information reporting), applying them to a specific subset of companies (e.g., foreign-owned, largest
by size)

Under the new Administration, financial crimes enforcement is being recalibrated to target the priorities of the
Administration and focus enforcement on “higher risk” areas while promoting economic growth and innovation. Signals
for and indicators of regulatory change can be seen across:

Fraud, including focusing on fraud against the government (e.g., fraud, waste, and abuse), focusing on consumer-
related fraud, shifting enforcement of cryptocurrency/ digital assets activity, and redirecting White Collar fraud
enforcement

Financial Crimes Regulatory Framework (BSA/AML/CFT), including prioritizing areas of “higher risk,” narrowing
application of the BOI reporting requirements, enhancing oversight of cross-border transactions in priority areas, and
potentially finalizing amendments to certain AML/CFT program requirements (e.g., SARs filing requirements)

Bribery and Corruption, including temporarily suspending new FCPA investigations and redirecting DOJ
investigations priorities to foreign bribery that benefits cartels and transnational criminal organizations

Sanctions, including expanding the application of sanctions to a broader group of entities (e.g., intermediaries),
extending recordkeeping requirements, and reconsidering the role of certain task forces
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In its latest Data Book Report, the FTC highlights that fraud losses reported by consumers and companies in 2024 totaled
more than $12.5 billion, a 25 percent increase over losses reported in 2023. Regulatory signals from the new
Administration suggest a broad focus on fraud prevention, including actions to protect both the government and

consumers.
Signals Description/Examples Source
Focusing on Implementation of Executive Orders (EOs) and other actions directed toward EO 14249
fraud against stopping “fraud, waste, and abuse” including:
the B _ o EO 14243
government — EO 14249, _Prot_ectmg America’s Bank Account from Fraud, Waste, and
Abuse,” which directs: EO 14247
— Treasury to pre-certify all disbursements made on behalf of federal agencies
— Agencies to consolidate their core financial systems
— EO 14243, “Stopping Waste, Fraud, and Abuse by Eliminating Information
Silos,"” which directs:
— Inter- and intra-agency data sharing of unclassified data
— Elimination of barriers (e.g., regulations, policies)
— EO 14247, Modernizing Payments To and From America’s Bank Account,”
which directs a transition away from paper-based payments
Potential for increased/ robust enforcement of the False Claims Act (e.g., fraud Media
against the government by contractors, customs duty and tariff evasion, healthcare Reports
fraud (such as illegal prescription, Medicare overbilling))
Focusing on Recommendations from GAQO to develop a government-wide strategy to counter GAO Report
consumer- scams, to be led by the FBI in collaboration with Treasury, FTC, and CFPB, and to
related fraud include issues related to:
— A common definition of scams
— Consumer complaint reporting
— Aggregation of data, risks, and responses
— Coordination of federal and business activities
— Legislative, regulatory, or Administrative changes needed to effect a
coordinated response
Shifting Elimination of the National Cryptocurrency Enforcement Team and redirection of the | DOJ Memo
enforcement Market Integrity and Major Frauds Unit away from digital assets to focus on
focus for immigration and procurement fraud EO 14178
cryptocurrency/ . . S .
ryprocurrency Expectation that the focus on digital assets will prioritize investigations and
digital assets . . S . .
prosecutions that involve criminal intent, including conduct that:
— "Victimizes"” investors (scams, frauds) pursuant to Executive Order 14178
(American Leadership in Digital Financial Technology)
— Furthers the activities of cartels, terrorist organizations, and transnational
criminal organizations (e.g., trafficking, hacking, money laundering)
Redirecting Collective actions of the Administration suggesting new parameters around fraud Media
White-Collar enforcement, and indicating a shift in prosecution of corporate wrongdoing to Reports
fraud prioritize securing the integrity of U.S. markets and financial systems, tackling fraud,
enforcement waste, and abuse, and recouping victim’'s losses
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https://www.federalregister.gov/documents/2025/03/28/2025-05524/protecting-americas-bank-account-against-fraud-waste-and-abuse
https://www.federalregister.gov/documents/2025/03/25/2025-05214/stopping-waste-fraud-and-abuse-by-eliminating-information-silos
https://www.federalregister.gov/documents/2025/03/28/2025-05522/modernizing-payments-to-and-from-americas-bank-account
https://www.gao.gov/products/gao-25-107088
https://www.justice.gov/dag/media/1395781/dl?inline
https://www.federalregister.gov/documents/2025/01/31/2025-02123/strengthening-american-leadership-in-digital-financial-technology
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Evidenced through dropping or holds on cases against companies and reorienting
priorities away from investigations that do not involve clear criminal intent/ conduct
or obvious victims

Financial Crimes Regulatory Framework (BSA/AML/CFT)

The Administration has taken actions to reduce certain BSA/AML/CFT (Bank Secrecy Act/Anti-Money
Laundering/Countering the Financing of Terrorism) requirements for domestic companies while maintaining or increasing
requirements for foreign entities, especially those deemed to be higher-risk entities (e.g., countries of concern, as
identified through Executive Orders). Regulatory signals related to enforcement of BSA/AML/CFT requirements include:

Signals Description/Examples Source
Prioritizing Intention to advocate for changes to the AML/CFT framework to focus on national Treasury
areas of security priorities and higher-risk areas (e.g., terrorist financing, cybercrime, Secretary
"higher risk” sanctions evasion), and to “explicitly permit financial institutions to de-prioritize Remarks

lower risks”; reforms may include SARs filing expectations
Planned expansion of Treasury's role in bank regulations to include:
— Working through the Financial Stability Oversight Councils and the President’s
Working Group on Capital Markets
— Application of “guiding principles” that regulation should “derive from a clear
statutory mandate,” be “efficient” (balance cost and benefit), and be “fair”
(clearly stated, consistently applied across entities and time)
— Tailoring regulations to the community bank model, including exemptions from
some regulations (e.g., internal controls, third-party risk management,
information security)
Narrowing Determination to narrow the application of Beneficial Ownership Information (BOI) FInCEN
application of reporting requirements under the Corporate Transparency Act to only foreign Interim Final
BOI reporting reporting companies Rule
Enhancing Revisions to FINCEN requirement for certain money services businesses along the FInCEN
oversight of southwest border to report and retain records of: Order
cross-border ] o ) )
transactions in | — Tran_sactlons between $200 and $10,000 (significantly expanding the reporting
priority areas requirement)
— l|dentity verification of persons presenting such transactions
Publication of an alert focused on bulk cash smuggling and repatriation by FInCEN
transnational criminal organizations Alert
Enforcement action against a transportation company determined to be a “domestic | FInCEN
financial institution” and a “money transmitter” for purposes of the BSA Action
Outstanding Potential finalization of a proposed rule to amend FInCEN rules to explicitly require FInCEN
proposals financial institutions to have effective, risk-based, and reasonably designed Proposal
AMVL/CFT programs, including a mandatory risk assessment process and
consideration/ incorporation of government-wide AML/CFT priorities
(proposed June 2024)
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https://home.treasury.gov/news/press-releases/sb0078
https://home.treasury.gov/news/press-releases/sb0078
https://home.treasury.gov/news/press-releases/sb0078
https://www.federalregister.gov/documents/2025/03/26/2025-05199/beneficial-ownership-information-reporting-requirement-revision-and-deadline-extension
https://www.federalregister.gov/documents/2025/03/26/2025-05199/beneficial-ownership-information-reporting-requirement-revision-and-deadline-extension
https://www.federalregister.gov/documents/2025/03/26/2025-05199/beneficial-ownership-information-reporting-requirement-revision-and-deadline-extension
https://www.federalregister.gov/documents/2025/03/14/2025-04099/issuance-of-a-geographic-targeting-order-imposing-additional-recordkeeping-and-reporting
https://www.federalregister.gov/documents/2025/03/14/2025-04099/issuance-of-a-geographic-targeting-order-imposing-additional-recordkeeping-and-reporting
https://www.fincen.gov/news/news-releases/fincen-issues-alert-bulk-cash-smuggling-and-repatriation-mexico-based
https://www.fincen.gov/news/news-releases/fincen-issues-alert-bulk-cash-smuggling-and-repatriation-mexico-based
https://www.fincen.gov/news/news-releases/fincen-announces-37000000-civil-money-penalty-against-brinks-global-services-usa
https://www.fincen.gov/news/news-releases/fincen-announces-37000000-civil-money-penalty-against-brinks-global-services-usa
https://www.fincen.gov/news/news-releases/fincen-issues-proposed-rule-strengthen-and-modernize-financial-institutions
https://www.fincen.gov/news/news-releases/fincen-issues-proposed-rule-strengthen-and-modernize-financial-institutions

Bribery and Corruption
The Administration and DOJ are sending clear signals that the approach to anti-bribery enforcement, including
enforcement of the Foreign Corrupt Practices Act (FCPA), is being reconsidered but remains focused on national security
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priorities:

Signals Description/Examples Source
Temporarily Execution of Executive Order 14209, “Pausing FCPA Enforcement to Further EQ 14209
suspending American Economic and National Security,” which instructs the Attorney General
new to temporarily suspend most new FCPA investigations for 180 days, with an
investigations option to extend, to reassess enforcement processes, including a review of all

ongoing cases
Redirecting Prioritization of investigations related to foreign bribery that facilitate the criminal DOJ Memo
investigations operations of cartels and transnational criminal organizations, and shift focus
priorities away from investigations and cases that do not involve such a connection
Sanctions

Expanded sanctions activity signals that the Administration will use sanctions as a tool to counter illicit finance and
sanctions evasion as well as to support it priorities of national security and economic growth.

Signals Description/Examples Source
Expanding Extension of sanctions to an expanding number of individuals and entities that Treasury
application facilitate and/or support (e.g., through supply chain) circumvention of U.S. Action -

sanctions/ policies regarding a primary country/ entity (e.g., Iran, China); examples | Procurement
include:
— Procuring or manufacturing critical technologies Action -
— Transporting goods and concealing origins Transportation
Execution of Executive Order 14203, “Imposing Sanctions on the International EQ 14203
Criminal Court,” including individuals acting on behalf of the ICC against
“protected persons” (e.g., citizens or legal residents in countries not party to the
Rome Statute, such as the U.S.)
Extending Adoption of a final rule extending record retention requirements from five to 10 OFAC Final
recordkeeping | years, to align with statutes of limitations for sanctions violations under the Rule
requirements International Emergency Economic Powers Act (IEEPA) and the Trading with the
Enemy Act (TWEA).
Reconsidering | Elimination of certain DOJ task forces focused on money laundering and asset DOJ Memo
the role of forfeitures, including the Task Force KleptoCapture, as well as the Kleptocracy
certain task Team, and the Kleptocracy Asset Recovery Initiative
forces
Using public- Organization of public-private information sharing events to assist financial Treasury
private institutions and law enforcement better understand compliance requirements Announcement
partnership to | specific to sanctions targeted to one country and related “evasion networks”
strengthen
sanctions
compliance
For more information, please contact Amy Matsuo, Dan Boylan, or Matthieu Chabelard.
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https://www.federalregister.gov/documents/2025/02/14/2025-02736/pausing-foreign-corrupt-practices-act-enforcement-to-further-american-economic-and-national-security
https://www.justice.gov/ag/media/1388546/dl?inline#:%7E:text=On%20January%2020%2C%202025%2C%20President,change%20in%20mindset%20and%20approach.
https://home.treasury.gov/news/press-releases/sb0077
https://home.treasury.gov/news/press-releases/sb0077
https://home.treasury.gov/news/press-releases/sb0077
https://home.treasury.gov/news/press-releases/sb0082
https://home.treasury.gov/news/press-releases/sb0082
https://home.treasury.gov/news/press-releases/sb0082
https://www.federalregister.gov/documents/2025/02/12/2025-02612/imposing-sanctions-on-the-international-criminal-court
https://www.federalregister.gov/documents/2025/03/21/2025-04864/reporting-procedures-and-penalties-regulations
https://www.federalregister.gov/documents/2025/03/21/2025-04864/reporting-procedures-and-penalties-regulations
https://www.justice.gov/ag/media/1388546/dl?inline#:%7E:text=On%20January%2020%2C%202025%2C%20President,change%20in%20mindset%20and%20approach.
https://www.fincen.gov/news/news-releases/treasury-convenes-financial-institutions-law-enforcement-washington-dc-support
https://www.fincen.gov/news/news-releases/treasury-convenes-financial-institutions-law-enforcement-washington-dc-support
mailto:amatsuo@kpmg.com
mailto:danielboylan@kpmg.com
mailto:mchabelard@kpmg.com
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