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Consensus across all industries

on key ethics and compliance areas to
enhanceinclude technologyand data
analytics, risk assessments, regulatory
change management, and monitoring
and testing:

technology and
data analytics

39%

riskassessments

29%

regulatory change
management

217%

monitoring and
testing

Source: KPMG 2023 Chief Compliance
Officer Survey (March 2023)

Evoiving monitoringand
testingprograms

Emerging technologies, regulatory pressures, and the desire to keep
costs flat or decrease costs without negatively impacting the volume
and quality of compliance activities are all factors driving
organizationsto utilize compliance analyticsfor more strategicand
predictive analyses. Data analysis is critical for monitoring but also to
drive efficient riskand operationalmanagement. Additionally,
understanding advancementsin emergingtechnologies, such as
generative artificialintelligence (GenAl), playsa role in facilitating
more strategic and predictive analyses in the field of compliance
analytics.

This article provides key takeaways supplemented with industry
insights from chief compliance officer and chief risk officer surveys
to help organizations take steps in bolstering their compliance
monitoring, testing, and data analysis efforts via creating balanced
testing frameworks and data analytics and unlocking automation
and emerging technologies.

Drivers

e Expectations for “real time” compliance and riskmanagement.
¢ Increased market competitionand pressureto cut operating costs.

e Convergingrisk managementandcontrols across operating and
business units.

e Regulatoryexpectationfor efficient and effective frontlineand
compliance functions.

Actions
¢ Implementan efficient and balanced testing framework.
e Develop a better understanding of dataand ITinfrastructure.

e Automate compliance monitoring, testing, and data analysis.
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Step1:Balanced
testingandmonitoring
framework

Inefficiencies across anorganization usually increase based on the number
of disparate testing and monitoring programs. This discrepancy maylead to
aninabilityto detect root causeand/or systemicissues atanenterprise
level. Increasingly, organizations are looking to both automate and
consolidate testing, monitoring, data analysis, and surveillance activities
through consistent standards, policies, framework, plans, scripts, and
reporting.

In modern organizations, optimizing the testing framework s critical to
mitigating risk, safeguarding assets, andensuring financial stability.

Itis important that organizations balance testing and monitoring programs
to demonstrate they have a comprehensive understanding of compliance
risk areas. Organizations should recognize how different areas of focus will
shapetesting, monitoring, and surveillance. For example, e-
communications mayrequire heightened surveillance and monitoring,
employee ethics hotline may onlyrequire surveillance or monitoring, and
third-partyrisk management monitoring for anti-bribery and corruption
may require periodic compliance testing.The specific strategiesan
organization deploys should be strategically tied anddriven by a thorough
risk assessment process. Below are steps compliance leaders cantaketo
balancetheirtestingand monitoring frameworks.

Understand skills across the Frontdine units and compliance.
Tooptimizetesting and monitoring activities, it'simportant to
understandtheresponsibilities across both front-line units and
compliance, andfor leadershipto provide thetoolsand talent

required to performthese activities. However, most

organizations have yet to achieve optimal risk ownership within frontline
units. This leads to compliance teams assisting in risk mitigationrather
than supporting monitoring, and overseeing the front-line unit’s risk
managementactivities. These blurred responsibilities create inefficiencies
thatcanresultin duplicative efforts and inefficient testing.
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13%

of CCOs expect
regulatory expectations to
rise going forward.

467%

of respondents believe that
data analytics modeling for
compliance monitoring will be
the biggest challenge in the
nexttwo years.

037

of respondents identified
technology and data analytics
as thetop ethics and
compliance activity to
enhance.
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of Financial Services
organizations are currently
implementing technology and
automationsolutions, which
includes dataand analytics
solutions that support artificial
intelligence implementation.

Source: KPMG 2023 Chief Compliance
Officer Survey (March 2023)
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Complianceleaders should perform skills assessments within their
functions to notonlyunderstand skill deficiencies but also identify where
relianceon frontline unitresources exists so thatresources can be
allocated accordingly. In that regard, compliance leaders should challenge
frontline units when they do nothavethetools, skills, or capacity to
properly own and managetheirrisk. Front line units require strong
knowledge of theirbusinesses’ products andservices along withthe
ability to test, monitor, and mitigate their compliance risks. Compliance
units require complementaryskills but also a deep understanding of
relevantregulations and internal policies and standardsin additionto
strong knowledge forassessing risks across products and processes.
Compliance leaders can use the skills assessment results to identify
upskilling opportunities and developtalent management plans to movethe
compliancefunctioncloser to

its targeted operatingmodel.

Balance control and substantive testing. Control testingand substantive
testing both have advantages andlimitations, but it'simportantthat
organizations find the right balance between thetwo to evaluatecritical
risks and control weaknesses. Control testing helps to identify inefficiencies
and opportunities for

processimprovements withinyour organization while identifying potential
control weaknesses or failures.

Substantive testing, on the other hand, enables a comprehensive
assessmentthat uncovers the minute details that may have otherwise
gone unnoticed. By validating detailed records against the organization’s
risks, the organization candetectareas of non- compliance and effectively
guide corrective action.

If an organization relies too heavily on substantive testing, it may miss
control weaknesses that could leadto errors or fraudulent activities.
Conversely, if an organizationrelies too muchon control testing, it may
overlook executionalerrors that fall outside of outlined processes and
controls. Toomuch reliance on only one method without the other will
inevitablyresultingaps inthe overall compliance testing program. Finding
the correct balance between substantive and control testingis essential for
organizations to ensurethatthey areaccuratelyassessing their risks and
implementing effective controls to mitigate those risks.

Leverage technology. Integrating automation into the testing and
monitoring process can offer significant benefits such as cost savings,
improved efficiency, and increased accuracy.

Automation and data analytics allow organizations to testin real-time
withoutthe need for manual processing. Technology can beintegrated
into substantive testing activities, allowing organizations to substantively
testacross full populations rather

than samples, whichincreases testing effectiveness while saving
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both time and money. The ability to conduct thorough
substantive testing on a sample or entire population provides
banks with increased flexibility and the ability to adjusttesting
plansasneeded. Inturn, this allows compliance teams to
prioritize areas of concernand allocate resources accordingly,
whichinreturn increases theefficiency of the entire testing
program.

While leveraging automation and technology streamlines the
testing process, compliance technologyis notata pointwhere

manual testingcanbeeliminated inits entirety. Reasonsinclude:

e Obstaclesin adoption and implementation.
Implementing technologyis often restricted by upfront
cost, lack of in-house expertise, and compatibilityissues
with legacy systems. Once implemented, automation
requires technology, technicalskills, and the ability to
accurately identify complexsituations or unique outputs
into
algorithms. This is stilla mindset and paradigm shift for
many.

¢ Dataquality and availability. The effectiveness of automated
testing and monitoring is dependent on the quality and
completeness of the underlying data. Ifthedatais
incomplete, inconsistent, or inaccurate, testingand
monitoring results maynot provide accurate results.

¢ Risks with emerging technology. Emerging technologies
including GenAl enhance testing and monitoringbut
posesignificant risks suchas yielding inaccurate and/or
biased results. As the
sophistication of technology used in monitoringand testing
increases, so too shouldthe technologyused to managethe
inherentrisks introduced by these technologies.

Although the obstacles posed by technological integrationmay
seem daunting, theincreased efficiency andeffectiveness gained
through automation far outweighthe challenges. Compliance
leaders should be encouraged by the number of enablersand
frameworks developed in recentyears, allowing forincreased
adoption and reliability.
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027

of survey respondents
expectto enhancethe
promotion of compliance
culture, while

01%

plantoincreasethe usage
of technology and/or Al over

the nexttwo years to
demonstrate the business
value of Compliance.

98% o7

of respondents expect to
havealmostthesameor
slightly increased budgets for
ethics and compliance
functions.

7%

of respondents anticipate
maintaining or increasing the number
of full-time employees forthese
functions. Thesesurvey results
indicatethat organizations are
prioritizing the maintenance and
improvement of their ethics and
compliance programs.
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step2:Masteringthe
tdata—Apractical
approach

As organizations seek to measure their compliance program’s
effectiveness through monitoring, testing, and data analysis, they lookto
their available data to inform their testing strategy. However, for many
compliance leaders, the available data is unreliable and/orunavailable,
and they often haveto usedata resources from various testing groups
withinthe organization,

acrossdifferent functions, with competingpriorities and interests. In the
KPMG 2023 Chief Compliance Officer Survey, compliance leaders identified
technologyand data analytics as the top area

to enhance in the next two years and forecasted future budget
increases within their organizations to focus on data analytics, process
automation, andartificial intelligence (Al).

Complianceleaders pointto severalcommon challenges
surrounding the availability of data:

e The data may have questionable integrityor accuracy.

e The process of gathering data aadoss the enterprise is often
challenging, especially in decentralized organizations where
informationsilos exist.

e Often compliance functions do not have theright orsufficient talent
to support dataintensive needs.

¢ Monitoring, testing, and data analysis activities are often drivenby
manual input and datainterpretations, which increases theriskof
errors to propagate andlimits enterprise- wideinsights.

¢ Regulators have adopted heightenedrisk and compliance standards,
particularly around quality data governance, data riskand controls,
and datalifecycle managementto support functions across the
organization with capturing, managing, andanalyzing reliable data.

The paceof technologyin product delivery and operations has grown
exponentially. Abest practice forenhancing monitoring, testing, and data
analysisactivities is to include compliance professionalsinthe decision-
making processes related to an entity’s data managementand IT
infrastructure. By prioritizing collaboration between ITand compliance
leaders, organizations standto benefit from enhanced data analytics
capabilities that
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effectively consider riskmanagementand oversight needs. For these
organizations, itis commonto see complianceleaders focusedon:

Developing abetter understanding of data and ITinfrastructure: Since
compliance monitoring, testing, and data analysisareonly as good as the
data they use, compliance leaders are increasingly teamingwith ITand
other cross-functional stakeholders to a) understandtherelevancy of the
data sourcesacross various systems and silos, b) better understand quality
of data, c)identify where pockets of data need to be further remediated
based on thevalue of thedata and the potential risks, d) assess whether
therearegaps or inconsistencies indata feeds or inputs, ande) analyzethe
rootcauses of any issues.

Leaning in on building data skills and resources within compliance: The
technol ogy-supporting compliance automation for monitoring, testing,
and data analysis has made significant advances, and compliance leaders
should beencouraged to takeadvantage of the advances. Compliance
leaders should usethis opportunity to “leanin” and taketheleadin
developing

compliance automationas well as data andanalytics capabilities. With a
moreactiverole, complianceleaders canequip their teams to focus on
their oversightrole and conduct monitoring and testing from a risk-based
perspective.

Focus on enhancing monitoring and testingframework:

As complianceleadersleaninto developdata capabilities within their
organizations, there are key steps they should consider prior, during, and
oncethese capabilities are established.Tostart, obtaining an overview and
inventory of the data andtechnology architecture and solutions that
support the organization’s efforts across the enterprise (i.e., the scope of
the current data analytics capabilities and related business requirements)
canbeusedto informthe developmentand enhancement of their
monitoring andtesting framework. These enhancements may include
innovative and advanced solutions in machine learning, predictive analytics,
and disruptive ways of approaching challenges that existinlarge
enterprises. Additionally, the enhancements could include exploring other
emerging technologies, suchas GenAl, which holds promising potential to
enhancethedevelopment of a robust, efficient,and comprehensive

technology infrastructure. o
o

of respondents use data
analytics and compliance
KPI/KRI metrics to measure
ethics and accountability
company-wide.

Source: KPMG 2023 Chief Compliance
Officer Survey (March 2023)
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Step 3:Unlocking the potentialfor
monitoring, testingand dataanalysis

The purpose of compliance automationis to bring together
disparate data for a more effective compliance riskmanagement
program, thisincludes, butis not limited to, enhancing the
assessment of risks, streamlining monitoring, andrefining issue
management. Forexample, an organization may aggregate data
from its internalinvestigation system, operationalsystems
(including transactions and product data), and employee HR and
training datain orderto apply queries that will enableitto better
understand employee risk or s pecific misconduct risks within
certain lines of businessacross

jurisdictions. By aggregating the disparate data, the analysis
becomes “richer”,andthe metrics pointout “higher-risk”
areasvisuallyfor targeted monitoring, testing, and data
analysis. Asimilarapproach can be applied for managing
third-party risks and unfair,

deceptive, or abusive acts and practices (UDAAP)risks, among
others. Without such aggregation, compliance leaders may view
their datainisolationwhererisk factors can be unintentionally
buried ormayappear insignificant.

Strategy

Develop data and
automationstrategyfor
riskandcompliance.

Build

Build capabilities
within the
compliance unit
to systemically 6
test andmonitor
risks.

Encourage

Encourage the adoption,
understanding, and

involvement by
compliance.

Stepsto

uniocking

In source data
and systems to

develop plan 5
to feed

into data
strategy.

|dentify
gaps

the
potential

dentify sources

Defineand

3 prioritize key
risks for which

activities canbe
automated ordigitized.

Develop

Data and systems
availabletosupport

strategy
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Complianceleaders acrossindustries also recognize that
automated compliance monitoring, testing, and data analysis
is a useful and valuable means to better allocateresources
usingarisk-based approachandas a tool to target higherrisk
areas for mitigation. As the front-line unit’s testing matures
with data analytics, compliance departments canfocus on
supporting, monitoring, andoverseeing the front line’s risk
managementactivities.

Sinceautomation can be costlyto design, implement, and
evaluate, compliance leaders tend to be strategicin
incorporating technology intotheir monitoring efforts. Thisis
made possible throughthe strategicimperative that monitors
key performance Indicators (KPIs) and

KPMG
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key riskindicators (KRIs). Additionally, a powerful use of datain
testing and monitoringis for addressing risks wherethereisa
desire, andcapabilities, to perform full population substantive
testing. In theseinstances, the costof the analytics will remain
the sameagnosticof the population sizeand canberunona
periodicbasis.

Oncea strategy is designed, the organization canstart building
theintelligence capabilities needed for proactive signaling of
futurerisks. The continuous intelligence learning canlead to
consistentand improved predictive algorithmsandmachine
learning models to identify misconduct behaviors more
proactively.
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How KPMG can help

Organizations have implemented monitoring, testing, and
data analysis programs that vary and are often influenced by
their industry and existing regulatory obligations.

Compliance continues to evolve, mature, andembrace
greater predictive analytics insuch areas as compliance
monitoring, testing, and data analysis activities including
consumer protection, payment/financial transaction
monitoring, KYC, procurement/supplier diligence

and contract management, sanctions screening, and
transaction monitoring for suspicious activities.

Integrated platforms coupled with Al tools can help facilitate
faster, more comprehensive, and more accurate monitoring,
testing, and data analysis, freeing staff from repetitive-and
“low-value” tasks andallowing themto focus on high-value
activities that require subject matter and domain knowledge.

KPMG can assist with identification, assessment, prioritization,
and development of your data analytic strategy,
implementation, and associated automated tools. Tohelp,
KPMG offers the following services/tools:

10 Unlocking an Optimized
Compliance Monitoring Program

Regulatory & compliance transformation: Tohelp
organizations enhance compliance, integration, and
automationfor a stronger risk management approach.

Intelligent automation: Toenable organizations to
achieve business-wide digital transformation,
leveragingemerging technologies to transform
operating models, innovate to remain competitive, and
reimagine the customer experience.

Intelligent automation with KPMG Alliance partners: KPMG
has strategic technology alliances across the intelligent
automation (IA) landscape, including|BM Watsonand
Microsoft, with open-source technology, deep technical
resources, and KPMG accelerators

to help create powerful value through advanced

analytics and machine learning.

Data analytics: Toprovide a 360-degreeview of
potential compliance and ethics exposures, allowing
holistic evaluations of compliance program
effectiveness.
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Conclusion

Leveraging automation and technology to achieve greater
monitoring, testing, and data analysis risk coverageis a
priority for many organizations, butinorderto automate,
they must firsttake a balanced approachto devel oping their
testing framework and focus on finding the right balance
between substantive and control testing while incorporating
automationintothe process.

Subsequently, they must understand and master their
existingdataand evaluate riskto anticipateimpacts and
govern activities. From there, inefficiencies need to be
corrected, suchas reducing duplicative activities

KPMG
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and strengthening existing ones to meet regulatory
requirements sothat processes that would normallybe
handled manuallycan beautomated.

Further enablement of technology and data analytics, while
being strategicin itsimplementationto short-and long- term
compliance requirements, could unlockthe potential for
balanced compliance monitoring, testing, and data analysis—a
useful and valuable means to better allocate resources, as well
as identifynew talent and overall investment requirements for
compliance.
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