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iInternal controls
and auditing



The new digital auditor’s technology toolbox

Quality

Standardization

Policies

Procedures

Agreements

=  Knowledge Sharing

@ Data
Extractors (ETL)
T | RPAIBots

= | Client Specific
allla Analytics
PowerBl/

Consistency, Quality, Exceptional Experience, Efficiency

Visualization

I_V_

W/

@
i

&

Library

Risk Assessment
Dashboards

Sensitive Access
& SOD Solution

[

Transaction
Scoring

Industry
Analytics

Balance Sheet & & End User Analytic
Income Statement | alill Solutions/Alteryx
Routines ' Solutions
.. 72\ Collaboration
Process Mining 8 8 Portal
Generative Al
| @, Training

Example of portfolio of tools & capabilities

7

o
Engagement

Electronic
Workpapers

W

Repository

Embed




SOX function as a control's advisor and driver
of change

*

1st Line of defense 2" | ine of defense 3rd Line of

defense
Financial control

Security

Internal Risk management

Management
control

controls . Internal audit
measures Quality

Compliance

Adapted from ECIIA/FERMA Guidance on the 8th EU Company Law Directive, article 41
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1st line optimization

Accelerator

%

Artificial Semi- Data analytical Artificial
Intelligence automated controls intelligence
controls controls
Standardization
of processes
Manual Configured Robotic
controls controls process
automation

based controls




nThe future of controls execution and testing

[

A

100% data set review/exception monitoring

Automated controls and continuous monitoring

Spreadsheet controls

Buliojluow snonuiuo)

General IT controls

Amount of time incurred in activity

Business process automation and system maturity

Automated processes, data-
enabled exception reviews,

Manual processes . -
transaction monitoring

tools




nThe future of controls execution and testing

The enablement of automation in ICFR testing (2nd and 3rd line)
Tech-enabled and data-driven approach

Data analytics

to assess risk and Al/Bots performing
define scoping testing Data
sets to assess
magnitude

LYY
Test of operating
effectiveness

Risk
assessment

AN

Deficiency
analysis

Ingestion of GL and

transactional data Value-added insights

E=
O=

Test of
design

N

Data-driven process
( ) analysis
Manually test residual

I high-risk areas —

Test of operating
effectiveness

kPMG 10



The benefits of data, analytics, and insights

Data Analytics and technology can enable:

Use of data analytics
continues to be a powerful
tool to help assess risk and
provide insights to assist
management decision- Enterprise data is
making on process leveraged for risk

improvements and control insights and action
effectiveness.

Aggregating relevant
enterprise information

Automating the flow of
information into insights

Audit coverage is
broader than ever
before, with risk
appetite in mind

Offering visibility to
trends across an entire
population

Move from “sample-
based” to “exception-
based” testing and full
population coverage

Allowing internal audit
to target its approach
more meaningfully

Data driven risk
assessment enables
smarter decision
making

Leverage risk to help
make smarter business
decisions with data-
driven risk assessment,
specific to technology
risk domains

Utilizing data science to
better understand and
make decisions

about risk

1"



Understanding of data flows

Dynamic, Ongoing and
Fact Based

New approach is data
driven and gives
increased transparency
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Process mining applications for Internal controls

Risk analytics Conformance checking
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Practical
examples of
analytical tools



External auditor risk assessment analytics
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Analyzing journal entries
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Transaction analysis

KPMG

Not all transactions in a population have the

same risk profile

— High

— Medium @

© 2024 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member
firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved. USCS019279-3C
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lllustrative scoring profiles, actions,
and insights

i

100% '

B High — Further consideration

[ Medium — Further consideration

. Low — Sufficient evidence
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General IT risk assessment dashboard
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New Hires by Date

Jan 2020

Terminations

May 2020

New Hires by Security Group

All Employees
Al Users
? Employes As S
In
Al ~
Publis ofile Access (Education)
Name Public Profile Access (Military Service)
Public Profile A un)
Al
Public Profile Access (Sexual Orientation)
Role Maimtainer

Security Groups Assig.--

KPE_WM_920 - Fina

Refresh

2 &

Jun 2020

I

df New visual

ﬁz More visuals v
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New Hires

Summary of New Hires

Terminations

New measure

1

& Publish

(@ Select or drag fields to populate this visual

Name Worker Type Job Title Hire Date  Is rehire? Location Assigned Organization

Aayush Gupta Employes  KPE443 - Procurement Manager 5/20/2020 Q AUS: Australia: IN Group AUS

Eun Kim Employee  KPE432 - Head of Financial Planning & Analysis  1/18/2020 0 Melbourne Financial Planning & Analysis AUS; Australia; IN Group
AUS

Jerome Spalding  Employee  KPEZ03 - Billing Analyst 12412020 0 Orlando (Headquarters) Quote to Cash USA; IN Powered Holdings: Florida

Marcus Ibrahim  Employee  KPE_WM_920 - Financial Systems Lead 6/27/2020 0 Melbourne Financial Systems & Operations AUS; Australia; IN
Group AUS

Matilda Thompsan Employee  KPE 028 - CFO /2672020 0 Melbourne Australiz; Chief Financial Officer AUS: IN Group AUS

Nardinder Jains ~ Employee  KPE_017 - Payments Analyst 7/30/2020 0 London (Canada Square) United Kingdom; Source to Pay GER; IN Casa UK

Percy Tyler Employee  KPE432 - Head of Financial Planning & Analysis  7/29/2020 0 London (Canada Square)  Financial Planning & Analysis GER; United Kingdom: IN
Casa UK

Stephanie Lennon  Employee  KPE379 - Finance Director 10/21/2020 0 London (Canada Square)  United Kingdom; IN Casa UK; Group Accounting GER

New Hire Details

Name Worker Type Hire Date Security Groups Assigned
Asyush Gupta Employee 5/20/2020 All Employees

Aayush Gupta Employee 5/20/2020 All Managers' Managers

Aayush Gupta Employee 5/20/2020 All Users

Aayush Gupta Employee 5/20/2020 Any Organization Role (Leadership or Supporting)
Asyush Gupta Employee 5/20/2020 Candidate Resume Attachments - View and Modify
Aayush Gupta Employee 5/20/2020 Candidate Resume Attachments - View Only
Aayush Gupta Employee 5/20/2020 Employee As Self

Asyush Gupta Employee 5/20/2020 Initiator

Aayush Gupta Employee 5/20/2020 Management Chain

Aayush Gupta Employee 5/20/2020 Manager

Aayush Gupta Employee 5/20/2020 Manager (Unconstrained)

Aayush Gupta Employee 5/20/2020 Manager for Majority of Event

Asyush Gupta Employee 5/20/2020 Manager's Manager

Aavush Gunta Emplovee 5/20/2020 Primary Manacer’s Manager

3 Cover Page

Access Management Hires/Terminations

Access Management - Security Changes

Page 2 of 11

Access Management - Active Users

Privileged Access - Security Groups

Computer Opertions - Job Execution
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Continuous control monitoring

e 1) Extract — Transform

All relevant data inside ERP systems
will be collected daily and
consolidated into a central database

Interfaces to all major systems are

available using standard
software (e.g. Xalerts)

— 2) Analytics

Daily automatic scan of critical issues
(role conflicts, fraud, suspicious trans-
actional patterns, etc.) for R2R, P2P,
02C or H2R processes

KPMG has a large knowledge base
including over 1300 standard controls

-

Critical issues will be forwarded for
investigation and remediation
Self-learning system to minimize
false-positives

High usability through E-Mail
notifications, reminder and escalation
processes

— 4) Dashboard

Provision of customized management
dashboards including KPIs and drill-
down features for evaluation and
reporting purposes

e e D

Special applications

Existing ERP
infrastructure

Xalerts

Analytics Backend

Web Portal

Information
Justification Approval Approval
’_’ > Alertjustified [l Alert solved

Workflow Remediation

assignment

Inform relevant parties,
define measures

! I
Verify and

explain reasons for
exception

B i O
Blocking of payment

for next payment runs

Release payment

‘ — =
p . = &
. T - —
pE— '
of -
y—— = | A
ap - NN N2
e
;:

User Frontend
(on existing infrastructure)
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Example continuous monitoring dashboard

Security Scorecard

m Endpoint Security Agztz?ittlsn Network security Hacker Chatter IP Reputation Patching Cadence Cubit Score Information Leak [ Social Engineering
(A) 100 ey m 87 (a) 100 o7 88 (a) 100 (A) 100 (a) 100

TECHNOLOGY

Perimeter Access Management

AD High Risk Domains Remediation % of applications

not onboarded
to IGA

Goal: 100%

Stale Accounts Privileged Access SSO Enabled Mission Critical

AUTH CORP Poly AzureAD (Auth Domain) Management Applications Apps without SSO

Assessment task Assessment task Assessment task Assessment task
Goal: 100% Goal: 100% Goal: 100% Goal: 100%

External Facing Ext Application Number of critical Expired External Maturmg Controls
infra vulns Vulns (STS) vendors accessed Certs

Goal: 100% Goal: 100% Goal: 100% Goal: 100%

39% 38%

SOX Apps Ready
Goal: TBD Goal: TBD Goal: 100% Goal: <10% for Testing

ITGC Control
Deficiency

Prepare SOX apps MTTR (SOC Mean MTTC (SOC Mean
for IGA onboarding Time To Response) Time To Contain)
Goal: 100%

Goal: <5% + no MW Goal: 157 Goal: 10m Goal: 2h

C=3,H C=30, H=5093 84% (92 out of 110) 20 out of 1685

Azure Tenant IAMAD Apps Without Internet Facing 92% 3% 31.75% (40 out of 126) m 2h 42m

Controls Deployed Assessment Task MFA Apps not Assessed

Enterprise-Grade Coverage &.. Evolving Out data Loss...
Goal: 100% Goal: 100% Goal: 0 Goal: 0
Phishing PCI Crit/High Vuln usB Client
100% 63 268 Click rate (121+Days old) Exceptions Enforcement

Domain Controller AWS/Azure Agg AWS/Azure Agg Goal: <10% Goal: <5% Goal: <5% Goal: 100%
Security Infrastructure Vuin Infrastructure Vuin

Assessment (Authenticated (Unauthenticated LA C=20, H=0 11.13% 100%
Goal: 100% Scans) Scans)
C=8684, H=5115 C=3, H=57 Legend [l <80% <80% -99% [l >99% (N) New metric

Responses
100%

repe e
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The benefits
of automation



External auditor benefits and objectives of
automation

* Analyze the environment at key points in + Gain a fact-based understanding of the

the audit cycle as needed in alignment Analytics-driven environment including number of user,
with standard risks. Touch IT understanding areas of peak activities, and unusual
ouc
* Example: Pre-implementation, Audit points at key events
Planning, Roll-forward milestones

o ¢
>

Highlight /—

Data is at our professional's finger-tips o? areas of » Highlight risk events that are more likely
which will allow them to answer - . risk to the to result in a Significant Deficiency or
questions that would have historically 5 opinion Material Weakness
required a follow-u 3
d P L Reduce 4
+ PBCs manually obtained in the past are Sl ,o®

available to teams by default burden

Tailor audit
Engage with an informed understanding response » Ensure controls are responsive to the
of the environment to risk risk environment

* Determine if factors exist that would
impact our Risk Assessment or nature
and extent of procedures

» Eliminate the need to ask “introductory”
questions

prepe :



Company benefits and objectives of automation

Streamline repetitive tasks, reducing the
time and effort required to complete them

* Free up time to focus on more important Enhanced
and strategic activities Productivity

Leads to increased productivity
and output

Faster
turnaround

times Expedite processes

* Improves customer satisfaction and
helps gain a competitive edge

Increased
efficiency

* Reduced labor costs associated with
manual tasks

* Minimize errors and rework, leading to
cost savings

Cost
savings Scalability
» Enables scale without significant
increases in resources

Eliminates the risk of human error,
resulting in more accurate and consistent
outcomes Improved

* Beneficial for tasks that require precision accuracy Generates data that can be analyzed to
and attention to detail gain valuable insights

+ Data to make informed decisions, identify
trends, and optimize their operations

repe s



How are or

F&A functions?

CenAl Use Cases

ganizations applying Gen Al to their

Financial Planning & Accounting & Compliance & Publish &
Analysis Bookkeeping Risks Advise
N VERN Al # f %} bal rQ C} OE o630
o] s - % d i
Plan Analzye Transact Account Control Comply Detect Secure Report Advise

» Create a first pass narration
of company performance

» Assist in calculating and
analyzing financial metrics

» Improve forecast accuracy
with challenger models

* Identify trends or patterns of
financial performance.

* Run hassle-free simulations
or optimizations

* Process documents to
extract and record key
information

* Uncover patterns that can
be used to optimize financial
operations and forecasting
(e.g., analyzing aging of AR,
delinquency)

+ Automatically maintain the
general ledger (e.g., such
as recording transactions
and reconciling accounts)

» Scan for new upcoming
regulations

» Assist in compliance with
financial regulations and
reporting requirements

* Improve speed and
accuracy in identifying
potential areas of
non-compliance

» Create realistic and
accurate synthetic data to
simulate scenarios

Analyze financial data to
identify anomalies and flag
potential fraud or errors
Identify transactions that
may be in violation of
anti-money laundering
regulations or other financial
regulations

Identify financial risks
related to market
fluctuations, credit risk,
liquidity risk, interest rate
risk, and operational risk

+ Assist in generating
financial and analysts
reports

* Provide financial education,

helping understand key
financial concepts

* Analyze peer comparison
data from central
repositories to assess a
company's performance
relative to its peers

GenAl use cases being

applied today

GenAl targeted use cases

Profitability Optimization
Period Close Automation Tax
Planning & Reporting

Planning, Budgeting, & Forecasting

Balance Sheet Effectiveness
Procure-to-Pay Optimization

Revenue & Margin Optimization

Spend Patterns Observations T&E &
Fraud Augmented Surveillance

Intelligent Collections (AR/AP)

Treasury & Cash Active Mgmt. Cash,
O&M, Capital Forecasting

m 24
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How to get
started on
your journey



How to get started: Identify and prioritize
opportunities for automation

Good candidates for automation are the control processes and test procedures which have fairly structured data and involve low to no
judgement. True benefits of automation are realized when the process is high volume, transactional and repeatable.

% *ﬁ’ 1 Basic Process Automation

Rules based

automation Manual Transactional High Volume 2 Enhanced Process Automation
Structured Highly Unstructured
How structured is the - A N
data? 1 2
WJ - ~ J
Explicit & documented logic Judgmental
What is the decision- g - N
making process? 1 2
WJ - ~ J
No data Massive knowledge base
How extensive is the - A N
knowledge base? N 1 ) 2 N ,
Y A

mspn 2



Select automation use cases overview

Use cases for validation
and monitoring

lllustrative use cases for
control performance

AAA
‘(BY

P
AR
\(@y

Use case 1 - RPA: Generating UAR artifacts
to perform reviews

Use case 2 - Al: Risk based identification and
review of User Access

Use case 3 - RPA: ERP critical user access /
SOD review

Use case 4 - Al: Risk based identification and
review of high-risk changes

Use case 5 - RPA: Monitoring of environment
for cloud system additions

Use case A - RPA: Legacy Change
Management using information from
ticketing system

Use case B - RPA: Agile SDLC Monitoring
Automation

Use case C - RPA: Monitoring for vulnerability
management




OPTION

UAR automation - GitLab: lllustrative process flow

On a quarterly basis, a review of users who have SOX relevant GitLab project level access is performed to ensure that access is restricted to
those who are appropriate based on their job responsibilities. An automated workflow enhances this process by pulling change data from
GitLab analyzing against SOX requirements. The workflow will continually monitor changes and assure segregation of duties to then sent to

managers for verification.

List of in scope SOX systems 1
Gitlab > |:
Projects i@ C

Bot selects access control lists for in-scoped SOX
projects in Gitlab and puts it in a staging data table

Bot UAR ruleset

Automated
@ message with
HR Term List attachments
= B B .2
® - S — 2
r ra E
SAP
Bot extracts and reads HR term lists Bot will run through Weekly Managers
the access control Dashboards completing
list to flag out the review

developers and

] AD Profile D7) termed users
Active _ N
Directory E—=—E o
quﬁ L

Bot extracts and reads developer
identity and direct manager info

repe s
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Thank you!




Some or all of the services described herein may not be permissible
for KPMG audit clients and their affiliates or related entities.

Learn about us: m kpmg.com

The information contained herein is of a general nature and is not intended to address the circumstances of any
particular individual or entity. Although we endeavor to provide accurate and timely information, there can be no
guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the
future. No one should act upon such information without appropriate professional advice after a thorough
examination of the particular situation.

© 2024 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization
of independent member firms affiliated with KPMG International Limited, a private English company limited by
guarantee. All rights reserved. USCS009825-3R

The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG
global organization.
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