KPMG

The Future of SOX: Trends inICOFR Programs

Organizations currently face a tremendous amount of change and transformation, through technological
innovation, evolving regulatory standards, changes in ‘ways of working’ as well as the impact of the overall
economy. As a result of this level of change, the way that a company manages their Internal Control over
Financial Reporting (ICOFR), is experiencing a significant transformation. The traditional SOX testing
function needs to evolve into a strategic, control advisor role with a proactive, futuristic, and efficient
approach to adeptly navigate the intricacies of global regulations and advanced technological developments,
thereby bolstering compliance and resilience.

In a webcast, The Future of SOX: Trends in ICOFR Programs, on March 21, 2024, KPMG specialists
spotlighted technology adoption, strategy shifts, and regulatory navigation.

Keyinsights

The SOX function needs to evolve into a more
strategic advisory role compared to a traditional
testing role.

Technology should be used throughout the SOX
program, but is most effective when used to drive
efficiency into the execution of first line controls.

More time should be spent on the risk assessment
process, including the Test of Design phase.

The focus on ESG reporting has highlighted the
need to enhance processes and controls around
all disclosures.

As the number of IT applications continues to
increase, a focus on data flow and relevant data

o things S0X professionals need to do now

(@) Consider if your SOX team has the appropriate
=" skills to be a controls advisor.

\ﬁ Assist the first line as they embrace data
analytics and automation in executing controls.

Do spend enough time in the Test of Design
phase considering risks, and don’t use the
walkthrough to just confirm that the process still
operates in the same way as the prior year.

= Look at all critical public disclosures and

- consider if there are policies in place and well-
defined controls and documentation to support
the information.

Spend time to truly understand data flows and
not just process flows.

elements is critical.

What's on the mind of SOX professionals

Statistics based on polling data from 1,795 attendees of our March 21, 2024 The Future of SOX: Trends in ICOFR
Programs webcast.

Source: KPMG US, “Replay: The Future of SOX: Trends in ICOFR Programs” (March 2024)

For more insights on the future of SOX, visit us at The Future of SOX insights.

16% of professionals
reported moderate to heavy
use of Gen Al or machine
learning.

29% of professionals see
business changes like
growth and IT initiatives as
the top impact on SOXin
2024.

34% of professionals
found new issues when
external auditors used
technology tools.

30% of professionals say
new changes have

somewhat impacted their
SOX program.
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Complete polling statistics

What is the size of your organization (revenue)?

18% 18%

1.338

Responses

23%

l >3$50bn M $10-50bn M $5-10bn

$1-5bn H <$1bn

Did you have any material weaknesses for 20237

1.349

Responses

B Yes M No

Did you have any significant deficiencies for 2023?

1.288

Responses

B Yes B No

What rate of control deficiencies did you have at the
end of the year?

1%
1%
3%
6%

6%

1212

Responses

H <1% o 1-2% B 2-3% 3-4%
B 4-5% W 57% W 7-10% MW 10-15%
W 15-20% >20%

© 2024 KPMG LLP, a Delaware limited liability partnership and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International

Limited, a private English company limited by guarantee. All rights reserved.



What rate of control deficiencies did you have
during the year (which may have been remediated as
of year-end)?

1%
0%
1%
3%
6%

1.241

Responses

H <1% B 1-3% B 3-5% B 57%
B 7-10% B 10-15% 15-20% M 20-25%
B 25-30% >30%

What was your biggest SOX challenge for 20237

1196

4% Responses

Completeness and accuracy
Management review controls
Test of Design

Changes in scope e.g. new systems, processes in scope

Last minute auditor requests

Impact of new audit tools/approaches

All/combination of the above

Which of the following topics do you think will have
the biggest impact on your SOX program in 2024:

9%

1242
Responses

32%

Cyber-related controls

B Disclosure-related controls
Impact of external auditor tools/methodology changes
Impact of changes within the business e.g. growth, IT
initiatives etc.

I Budget constraints

Hl Other
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