interactive Adobe Acrobat. Within the document, clicking on

This is an e To enable interactivity, viewing is recommended in
document any plus button reveals more information.

Challenges: SOC (Security Operations Center)'s Barriers toldentifying and Remediating Threats
and Vulnerabilities

% selected as one of up to three biggest barriers

Determining the severity of threats and vulnerabilities

Complexity of IT environment

Lack of integration across our security solutions and tools

Lack of skills, expertise and/or knowledge

KPMG Security Operations Center survey, “The time to transform is now,” 2024
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Network

Deny by default and
increase segmentation;
Be identity-aware

Identity

Know the user or service;
Challenge based on
interaction

Devices

Evaluate connecting
device to ensure
compliance

0%
Workloads

Limit access to
what is needed to
do a job or role

Data

Know where company
data is located and
how it is being used

Integrated | Visibility | RiskAware

The power of this approach is the ability to share
signals amongst these platform-based solutions for
the purposes of decision making and enforcement
of security policy. For example, leveraging a
platform approach, we can evaluate how the user
has authenticated, the security posture of their
device, and the data they wish to access—then
make the appropriate decision. Based on the
signals evaluated, the decision may be to:

Microsoft Defender
Devices & Workloads

Microsoft Sentinel
Visibility &

Orchestration Security

Copilot

Microsoft Entra
Identity & Network

Allow
Permit the user to access based upon the evaluated signals and enforced policies.

Deny
Deny the access based on the criteria.

Adapt

Require the user to share additional authentication details or modify the access.
For example, allowing the user to only view the data vs. download the data,
based on the device they are using.

Microsoft Purview

Microsoft Priva
Privacy

Microsoft Intune
Devices
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Tried and trusted Deep knowledge
five step methodology and experience

Microsoft Security continues to achieve market recognition

. Gold Application Development . Gold Messaging . Gold Small and Midmarket Cloud Solutions
Microsoft Gold Collaboration and Content Microsoft Gold DevOps Microsoft Silver Enterprise Mobility Management
Partner Gold Cloud Platform Partner  Gold Data Analytics Partner  Gold Windows and Devices
Gold Datacenter Gold Data Platform Gold Cloud Business Applications
Gold Cloud Productivity Gold Enterprise Resource Planning Gold Security

To find out how KPMG can set you on your journey to Zero Trust by adopting Microsoft’s industry-leading technology...
Get in touch today.

Jim Wilhelm

Principal, Advisory

KPMG Cyber Security Services
E: jameswilhelm@kpmg.com
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timely information, there can be no guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act upon such
information without appropriate professional advice after a thorough examination of the particular situation.
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