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To allow organisations to take
stock of their risk management
capabilities and disclosures to
identify where enhancements

could be made.




/ Survey background

ISCA and KPMG conducted a joint study on the state
of risk management capabilities and disclosures for
Singapore listed companies in first half of 2013
(based on annual reports as at 31 December 2012)

Objectives: Hypothesis:

* Assess current * Disconnect between disclosures
state of disclosure and practices

* Raise awareness ¢ Regulation drives compliance
of requirements
 Basis of opinion for adequacy and
effectiveness not well established



Details of participating organisations
by market capitalisation

:I : ! /oLar e-cap
($1 b|II|on and above)
n=30

:I : !% Mid-cap
($330(§) million to < $1 billion)
n=

76%Small—cap
(<$300 million)
n=190



Details of participating organisations
by sector

2% 37

B Manufacturing

B Services

B Real estate

m Commerce
Transport/storage/
communications
Finance

m Others




/ Details of participating organisations

by turnover and total assets

Total turnover Total assets

3 B

" m >S$1 billion

B S$500 million to S$1 billion :
B S$100 million and < S$500 million
1w <S$100 million ’




/What did the research cover?

1. Annual report disclosure

SGX LR 1207(10) and PN 12.2 Revised Code 2012 (principle 11)

1.1 Opinion on the adequacy of internal 1.3 Comment on adequacy and
control effectiveness of:

1.2 Basis for opinion on internal controls * Internal controls

« Risk management systems
1.4 Assurance to the board by CEO/CFO

Risk management capabilities

2. Risk governance and oversight 3. Risk management systems
structures
2.1 Board 3.1 Risk management frameworks
2.2 Board committees [AC/BRC] 3.2 Whistle-blowing policies

2.3 C-Suite [CRO or equivalent]
2.4 Internal Audit function




/Critical concepts — exploring the differences

Code Guidelines SGX Code
2005 on CG 1207 2012
2010 (10)

Internal Controls  adequacy

effectiveness

Risk Management adequacy

effectiveness
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/ Exploring key concepts

EFFECTIVENESS
ADECINCY there is NO

ONE-SIZE-FITS-ALL...
you need a
framework that is
tailored to your
organisation.

Is it operating

s it designed as intended?

appropriately?

11
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/State of adoption

Adoption rate of revised Code 2012 encouraging

O . .
/0 comply with revised Code 2012
already half the rate of compliance with previous
Code 2005 at onl o
- Y /o
Principle 11.3

Bigger companies (e.g. finance sector) and GLCs
have adopted and disclosed better developed risk
management practices

13



/ 1. Annual report disclosure

Compliance is higher when regulations-based

%disclose an opinion 0/
on adequacy of
internal controls

0 disclose a basis
for the opinion
SGX 1207 (10) whilst...

SGX Practice Note 12.2

____________________________________________________________________________________

Low rate of adoption for board assurance from
CEO and CFOs

Only o)
Yo
disclose board assurance
received from CEO/CFO

Principle 11.3

14



/ 2. Risk governance and oversight structures

Better disclosure of risk responsibilities required

Whilst 90/0 state AC is responsible for risk oversight
2 7 0
I 5 /0

do not state which board committee
IS responsible for risk

Separate risk structures
remain uncommon;
small-caps less established

it
" 12

have CROs have MRCs

IA IS an essential
component of the
assurance framework

0]

Yo
have IA functions
In place

15



/3. Risk management system

Disclosure of risk management frameworks
needs improvement

Only %
disclose and explain their risk management
framework

Whistle-blowing remains a key pillar in assurance
framework

0/ have whistle-blowing policies in place; but only

(0] % %
36 disclose 16 disclose

channels to procedures
report to resolve

16
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State of adoption

e T
. Loan fil =




Regulations drive compliance; adoption rate of
Code 2012 encouraging

Figure 6: Has the board commented on risk management and internal
controls as per SGX LRs and CG Code (2005 and 2012)?

SGX LRs revised code cade
and PN 122 2012 -PM 2005 - P12
total . .
(n=250) y <:| Regulations driving
results
large-cap
n=30) .. _, % <:| Large-caps leading
mid-cap
{Nn=30)

nnnnnnnnnnnnnnnnnnnn

llllllllllllllllllll
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/ Bigger companies have better risk management

practices in 7/10 areas

Figure 7 (extract): risk management practices - compliance and adoption

rates by market cap

1. Board responsible for risk @ 6. Established risk management84%
framework

2. Established BRC to manage 0 7. Explained risk management 0
risks 63 /0 framework 67 /O

3. Appointed CRO or 370/ 8. Established whistle-blowing  g39/
equivalent 0 policy

4. Established MRC to 0 9. Positive opinion with basis 0
manage risks 53 /O 87 /O

5.

Established IA Function 100% 10.

Assurances from CEO & CFO @
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/ GLCs have better risk management practices in

9/10 areas

Figure 8 (extract): risk management practices - compliance and adoption

rates by GLCs

. . 1 . .

1. Board responsible for risk | 0 6. Established risk management 0

:41 /O: framework 73 /O
. [ . .

2. Established BRC to | 0/ 7. Explained risk management 0
manage risks |55 /Ol framework 45 A)

3. Appointed CRO or 0 8. Established whistle-blowing 0
equivalent 32 /O policy 91 A)

4. Established MRC to 0 9. Positive opinion with basis 0
manage risks 45 /O 86 /O
5. Established IA Function 100% 10. Assurances from CEO & CFO @
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SGX LR 1207(10) and PN 12.2

1. Annual report disclosure

1.1 Opinion on the adequacy of internal

control

1.2 Basis for opinion on internal controls

Revised Code 2012 (principle 11)

1.3 Comment on adequacy and effectiveness

of:
* Internal controls
* Risk management systems

1.4 Assurance to the board by CEO and CFO

23




/ High rate of compliance with SGX Listing Rule
1207(10) and Practice Note 12.2

Figure 10: What is the board’s opinion on the adequacy of internal
controls? (n=250)

Internal controls adequate — with basis — 78%

0]
Provides reasonable assurance — with basis 1% /O
i disclose opinion
Negative opinion — with basis | 1% with basis
" Internal controls adequate — L om0/
. 12%
contrary to absence of evidence _ _
nt | ol ad t bas i fail to disclose
nternal control adequate — no basis 0 . .
G _ 6% a basis for their
Provides reasonable assurance — no basis 20, opinion

Not stated 1%

92% disclose opinion in the CG report
Note: Statistics do not add up to 100% due to rounding. 24




/ Internal control disclosures better than risk
management

%o

disclosed board comment on risk management and

internal controls adequacy and effectiveness
(Principle 11.3)

Only

Internal Controls sex | Risk Management erinciple 11)

disclosed | disclosed

__________________________________ i O
(yo | A)
disclosed i disclosed
effectiveness effectiveness
(Principle 11.3) (Principle 11.3)
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/ Low levels of disclosure about CEO/CFO

providing assurance to the Board

Figure 12: Did the company disclose that the CEO and CFO provided

0%

assurance?

Total (n=250)
Large-cap (n=30)
Mid-cap (n=30)
Small-cap (n=190)
Real Estate (n=33)

Transport/Storage/..

Commerce (n=46)
Finance (n=0)
Services (n=51)
Manufacturing (n=88)
Others (n=7)

GLCs (n=22)
Non-GLCs (n=228)

20% 40% 60% 80% 100%
85%
13% 87%
13% 87%
16% 84%
24% /6%
2 /9%
20% 80%
70 0370
70 88%
o ___89% |
100%} ... ...
14% — 86%
15% 85%

®Yes mNo
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2. Risk governance and oversight structures

2.1 Board 3.4 Risk management frameworks
2.2 Board committees [Audit Committee (AC)/ vhistle-blowing polici
Board Risk Committee (BRC)]
2.3 C-Suite [Chief Risk Officer (CRO) or
equivalent]
2.4 Internal Audit function




Mixed disclosure regarding risk governance
responsibility

Figure 23: Who is responsible for governance of risk?

board board committees senior management not stated
(including AC and BRC) (induding MRC)

Note: Statistics do not add up to 100% due to rounding. 29



AC preferred committee to oversight risks;
further clarity required

Figure 24: Which board committee helps the board to oversee risks?
m;l.:lc:li:tee l?:na:rflﬂrtits:e not stated

Note:
For the purpose of this study, BRCs and ARCs are
collectively referred to as BRCs

30



/ BRCs are an emerging element of the risk
governance structure

Figure 26: Companies with BRC (by sector)

-

Total (n=250) | 14%
g
Transport/storage/communications (n=19) —_ 42%
Real estate (n=33) —_ 15%
Services (n=51) —- 10%
Commerce (n=46) _- 9%

Manufacturing (n=88) [l 8%

Others (n=7) J— 29%
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/ No difference in size despite increase in ACs

responsibility
Size
V 3 o 30
Size of AC without risk
Frequency

v 3.89

Number of meetings
of AC without risk

32



/ Common membership between AC and BRC
critical to success

Figure 30: Percentage of BRC members who are also AC members on
the same board

100% More than 50% More than 0%
50% to less 0% to less
than 100% than 50%
Total & oD .- Y . VR . S oD
(n=35) '
Larg e_Cap G@ .................. R L B O iy Yors Tt e T RIS 1717
(n=19)
Mid-cap C D . _ ,
. 3 (L e e T . o =1
(n=8) 13 25 13
Sm a”'Cap 6 5, 5
(n=8) ren Sij .............. 13 —mmmmmmmmeemeaeeen P Sl [T ———— SR

Note: Statistics do not add up to 100% due to rounding. 33



/ BRCs correlated with stronger risk management
practices

: In house IA function

34", 3 69, 27

with BRC W|thout BRC i with BRC without BRC

Disclosed risk management framework

71", 40

with BRC without BRC
(n=35) (n=215)

34



Further work required to clarify risk governance
role of C-suite

Figure 38: Who is responsible for risk management at the C-Suite level?

CFO CRO CEO Others Not stated
(e.g. EDs, COOs)

total

issusmssnsmmusanars O B /s eewn nars s ne

large-cap ‘ -
(n=30) ( )

:r'nld—mp
I‘I=3'l:ﬂ o, . 3
1...-........“......-..-....-..-......649...".".“..“““. 3/"-: PRSI 0 L) [T T rr———— e — 86/

small-cap
5‘1?.1?;?1-_-..-_-._._.__..‘ 4% ’.i-.-_-_i-_-i-u.m 1% i s 2‘% [, [ 9}“"}'{0
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/ Low rates of disclosure about Management Risk
Committees

overall disclose
having MRCs

Leading companies are:

3 7 0 | 3 0
! ‘Other’ sector
Large- caps Finance | and GLCs

36




A Is an essential component of the assurance
framework; capabilities must evolve to meet
expectations

Figure 42: |A function

in-house 1A guisourced LA function relles on group LA na 1A funetion
function

37
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VT e

TATHOTT © Vit e e

3. Risk management systems

3.1 Risk management frameworks
3.2 Whistle-blowing policies




Low levels of disclosure about risk management
framework elements

Figure 44: Disclosure of risk management framework in the annual report
(by market cap)

disclosed disclosed did not

and explained but did not disclose a risk
risk managaemeant eaxplain risk manageament
framewark management framework
framawork

small-cap | |
(Nn=190) ._@.. e 1190 b [ §3%

Note: Statistics do not add up to 100% due to rounding. 40




/ Whistle-blowing remains a key pillar in the risk
management and internal control assurance
framework

90:

have whistle-blowing
: : 0
| But only 36/ ; &
i disclose i disclose

policies in place
channels to procedures

report . to resolve
(40/250 companies)

Where do they report?

0)
Yo
report to AC report to |1A

41
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/Where do you receive assurance from?
%

Disclose board

€ - responsible for
4%fine . risk
of defence: 0
board oversight $ /0
44 have BRCs
3 line of defence: 'a
independent assurance ?ﬂ cy
internal/external audit 3 0
' rely on ACs

27 line of defence:
management and assurance

'''''

P
w‘"—
-
o
-’
-

el T P ppp—

%

32

disclose N 5%
and P line of defence: J
exp lain business governance / pelicy management have CROs
ok T KT P~ %
framewor ™ 2 6state senior

™, i management

%

0 . responsible
\f,]vah\llset o L for risk
- e S PR 0
blowing people /o
policies have MRCs




KPMGs Board Assurance Framework

ENTERPRISE RISK MANAGEMENT FRAMEWORK

Strategy and Structure

* Risk
strategy/vision

* Risk culture

* Risk

* Risk
parameters

* Risk
assessment
process:
— Identify Risk
— Analyse Risk

(controls)

* Risk
quantification

* Risk profile /
inventory

* Risk governance
(Structure &
Policy)

* Risk appetite

* Risk mitigation
strategies

* Risk action
plans

+ Scenario
analysis /
stress testing

* Risk registers

* Risk change
management

X

* Key Risk
Indicators
(KRI)

* Risk
dashboard
reporting

\

\

J

ADEQUACY AND EFFECTIVENESS FRAMEWORK

Assurance Process

» Map key risks to processes (Heat map)
» Map key controls to key risks
* |dentify sources of assurance and management

rating of key contrels

Management
Assurance

* Policy management

* Fraud risk
management (eg,
whistle blowing)

* Risk & control
certification from
Management e.g.
CEO, CFO of
subsidiaries

+ Control Self
Assessment (CSA)

 Continuous auditing /
monitoring

& Data analytics

Independent
Assurance

* Risk based IA plan

* Internal / External
Audit

* Other independent
audits e.g. ISO,
Health and Safety

* Quality Assurance
Review

» Key Control
Indicators

.

-~

J

Adequacy and Effectiveness of Internal CLntroIs and Risk Management Systems
I 1st & 2nd Line of Defense Il 37 Line of Defense . 4t Line of Defense

(Principle 11 & LR 1204 and 1207(10))

44




/Board members and C-Suite executives need to:

‘/ Actively engage in understanding the risk management
and internal control system within your organisation

Clarify key elements of your existing Enterprise Risk
‘/ Management and Adequacy and Effectiveness
Framework

‘/ Confirm interrelationships between the key frameworks

Communicate the overarching board assurance
‘/ framework to key participants to ensure they
understand their role and what is expected from them

‘/ Define the outputs to be generated and evidenced
(nature and frequency of reporting)

45
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Disclaimers

This Presentation (the Presentation) has been prepared by ISCA and KPMG for the exclusive use of the recipients to whom it is addressed.
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In furnishing this Presentation, the Preparers reserve the right to amend or replace this Presentation at any time and undertake no obligation
to update any of the information contained in the Presentation or to correct any inaccuracies that may become apparent.

This Presentation shall remain the property of ISCA and KPMG.
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